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No estas solo

REVil ransomware infected 18,000 computers at Telecom

Argentina

July 20, 2020 By Pierluigi Paganini

Another telco company was hit by a ransomware,
roughly 18,000 computers belonging to Telecom

Argentina were infected over the weekend.

Telefonica, other Spanish firms hit in
"ransomware" attack

4 MIN READ w

MADRID (Reuters) - Spain said on Friday a large number of companies, including
telecommunications giant Telefonica (TEFMC), had been infected with malicious
software known as “ransomware” which locks up computers and demands ransoms.

11 CSIRT-NQN Retweeted

CSIRT-CV @CSIRTCV - Jan 24 ~v
Expuestos 250 millones de registros de #Microsoft. Una brecha de
seguridad afecta a los registros de asistencia al cliente de

Microsoft. La causa, una erronea configuracion en las reglas de
seguridad de un servidor.

a5 CSIAT-(V

Mas detalles: ow.ly/X54130gbXre

MicLeso

News

Garmin confirms ransomware
cyberattack shut down services

By Zoe Christen Jones



Areas Especificas
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Areas Especificas

Security Engineer- AWS Fraud Sr. Security Engineer- AWS Fraud Prevention

N ER A AR e e . , '
Job ID: 968185 | Amazon Web Services, Inc Job ID: 968184 | Amazon Web Services, Inc

Security Engineer, Elastic Compute Cloud (EC2) Senior Security Engineer - Hardware

Job ID: 960730 | Amazon Dev Center U.5., Inc. Job ID: 979735 | Amazon.com Services LLC

Security Engineer, Research and Automation, AWS

Job ID: 997198 | Amazon Web Services, Inc



Bienvenido:
Hombre Orquesta

Administradores Locales de GDE
Impresoras

Soporte al Usuario

Soporte a Usuarios Especiales ;)
Administrar Servidores

Actualizar Equipos

Reparar Equipos

UPS

Venderle a Usuarios Especiales que
compre licencias, por ejemplo.
Llevarle facturas y mates a Compras
Que nos compren lo que realmente
pedimos

Documentar lo que hacemos
Revisar Dasboards

iAh! Seguridad También...

Etc jUff!



THREAT SURFACE BEFORE THE TOP 10
CONSOLIDATE, MONITOR AND
DEFEND INTERNET GATEWAYS*
PATCH OPERATING SYSTEMS
AND APPLICATIONS

ENFORCE THE MANAGEMENT
OF ADMINISTRATIVE PRIVILEGES

Necesitamos
uha

Metodologia de
Trabajo

PROVIDE TAILORED
AWARENESS AND TRAINING

PROTECT INFORMATION
AT THE ENTERPRISE LEVEL
___.-;.1__._-4___\,_ _J 2OTEC] '("i'j\.

THE HC L VEL

Government of Canada to

‘ & THREAT SURFACE
Internet Gateways_ AFTER THE TOP 10

use Shared Services Canada

https://cyber.gc.ca/en/guidance/top-10-it-security-actions-prot



1° Consolidar, Monitorear y Defender Gateways

Controlar lo que sale y entra de tu red.

Facil es decirlo: ¢Cémo lo hacemos?

1) Herramientas de Monitoreo
(Gratuitas), veamos algunas.

2) Administrar nuestros Gateways.

> Para eso Necesitamos un Router
(veamos)

> SI ho hos compran, una PC con Dos
Placas de Red (veamos)




iNo todo Brilla en Babilonia!

1) Incrementamos Dispositivos.
* . Donde estan tus dispositivos?
* .Cuantos dispositivos tenemos?
* . Quién los administra?

2) Monitoreo y Logs
*.Quién los mira?

v ) eventosenergia@neuquen.gov.ar
L Inbox (64)

=] MenFr-




iNo todo Brilla en Babilonia - 1!

“When alerts are more often
false than true, the on-call's
sense of urgency in

responding to alerts is
diminished ... the simple burden
of alerts desensitizes the on-call

to alerts.”




2° Parchear y Actualizar OS y Aplicaciones

Tener Sistemas de Actualizacion

Facil es decirlo: ¢Cémo lo hacemos?

1) WSUS - > OBLIGATORIO

2) Herramientas de Terceros

> Actualizar Mediante Endpoints



No todo Brilla en Babilonia - 3
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Informacion general

Todos los equipos

B Equipos con errores:
‘ Equipos que necesitan actualizaciones:

' I Equipos instalados/no aplicables:
B Equipos sin estado:

Equipos con errores:

Equipos que necesitan actualizaciones:

I Equipos instalados/no aplicables:
Equipos sin estada:

M Equipos con errores:
‘ Equipos que necesitan actualizaciones:

Equipos instaladosfho aplicables:
B Equipos sin estada:

Esta wista muestra un resurmen del estado de los equipos por grupo de equipos,

Equipos sin asignar
Equipos con errores:
Equipos que necesitan actualizaciones:
Equipos instalados/mo aplicables:
Equipos sin estado:

B Equipos con errores:
’ Equipos que necesitan actualizaciones:
I Equipos instalados/no aplicables:
Equipos sin estado:

Equipos con errores:

Equipos que necesitan actualizaciones:
I Equipos instalados/no aplicables:

Equipos sin estado:



No todo Brilla en Babilonia - 4
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Escalando Privilegios — Movimientos Laterales
(Especifico — Alguien lo paga...)
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Escalando Privilegios — Movimientos Laterales
(Como lo tenemos que pensatr...)
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Herramienta de Auditoria - 1

Buscar:

Death star
domain admin




Herramienta de Auditoria - 2 ;)

Buscar:

Bloodhound

domain admin




Relax and drink wine...

Vas a ver muchas cosas que no te
van a gustar...




Bienvenido Mitre Attack...

Q& attack.mitre.org

MITRE | ATT&CK' Matrices  Tactics ¥  Techniques ~  Mitigations ¥  Groups  Software  Resources ¥  BlogZ  Contribute

ATT&CK sub-techniques have now been released! Take a tour, read the blog post or release notes, or see the previous version of the site.

MITRE ATT&CK® is a globally-accessible knowledge base of adversary

: : , Tweets by @MITREattack O]
tactics and techniques based on real-world observations. The ATT&CK s e '

knowledge base is used as a foundation for the development of specific ATT&CK
ATTERCK
threat models and methodologies in the private sector, in government, and @MITREattack
in the cybersecurity product and service community. We've gotten a lot of questions about ATT&CKcaon

lately, and we're planing on doing something a bit
different this fall. Stay tuned Monday for more

With the creation of ATT&CK, MITRE is fulfilling its mission to solve i A

problems for a safer world — by bringing communities together to develop
more effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge.

ATT&CK

Getting Started Take a Tour Embed View on Twitter

Contribute Blog &

https://attack.mitre.org/




Mitre Attack...

Wadhrama attack chain MITRE ATT&CK

T1076 | Remote
Desktop Protocol

T1110 | Brute Force

1. RDP brute force

2. Scan for
connectivity and
performance
RDP brute force
5 @ against new
targets
3. Turn off security T1089 | Disabling
controls Security Tools
4. Network recon T1046 | Network Service
Scanning
> ﬁl Lateral
movement
5. Credential T1003 | Credential
theft Dumping

6. Backdoor & T1136 | Create Account
persistence T1219 | Remote Access Tools

T1060 | Registry Run Keys /

. Startup Folder
7. Coln miner,

spammer

T1486 | Data Encrypted

8. Ransomware for Impact

DEO@® @9 ®



Por donde se cuela el Malware - 1
(por todos lados)...

active processes. The attackers don't always install ransomware immediatelzr; they have been observed

installing coin miners and using massmail.exe to run spam campaigns, essentially using corporate
networks as distributed computing infrastructure for profit. The group _however,_eventually returns to the
|

same machines after a few weeks to install ransomware.
]

https://www.microsoft.com/security/blog/2020/03/05/human-operated-ransomware-attacks-a-preventable-disaster/




Por donde se cuela el Malware
(po; todos lados)...

Human-operated ransomware attacks
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Initial entry through misconfigured or

outdated web servers
- RDP brute force

Deployment through commodity

malware infection
- Initial entry through Trickbot or Dridex

Finding and exploiting poor security

controls

- Thorough reconnaissance to discover and
leverage security weaknesses

- Extensive knowledge of system and network
misconfigurations

Credential theft and escalation of
privilege

Credential dumping through tools like Mimikatz,

ProcDump, or LaZagne

- Privilege escalation through Sticky Keys attack

- Theft of financial credentials and LSA secrets in
registry

- Data exfiltration through RDP

- Creating new accounts then granting remote
desktop privileges

Human-operated lateral movement
- Network recon through scanning tools
- Manual spread though PsExec and GPO

Disabling of security controls
- Stopping security services
- Clearing event logs
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Secure internet-facing assets

- Apply latest security updates

- Use threat and vulnerability management

- Perform regular audit; remove privileged credentials

Thoroughly investigate and

remediate alerts
- Prioritize and treat commodity malware infections
as potential full compromise

Include IT Pros in security
discussions

- Ensure collaboration among SecOps, SecAdmins, and
IT admins to configure servers and other endpoints
securely

Build credential hygiene
Use MFA or NLA, and use strong, randomized, just-
in-time local admin passwords

- Apply principle of least-privilege

Monitor for adversarial activities
- Hunt for brute force attempts

- Monitor for cleanup of Event logs

- Analyze logon events

Harden infrastructure

- Use Windows Defender Firewall

- Enable tamper protection

- Enable cloud-delivered protection

- Turn on attack surface reduction rules and AMSI for
Office VBA




TOP 16 -
Vulnerabilidades
Active Directory
(seguimos
contando...)

Top 1
L W

6 Active Directory vulnerabilities

. Users having rights to add computers to domain

2. AdminCount attribute set on common users

L

e

£n

. High number of users in privileged groups

Service accounts being members of Domain Admins

m

xcessive privileges allowing for shadow Domain Admins

. Service accounts vulnerable to Kerberoasting

sers with non-expiring passwords

— =

sers with password not required

. Storing passwords using reversible encryption

Storing passwords using LM hashes

Service accounts vulnerable to AS-REP roasting
Weak domain password policy

Inactive domain accounts

Privileged users with password reset overdue
Users with a weak password

Credentials in S¥SVOL and Group Policy Preferences (GPP)

https://www.infosecmatter.com/top




3° - Reforzar la Gestion de Privilegios
Administrativos




Usuarios Especiales

Usuarios especiales: Quieren Privilegios de Admin

Desarrolladores: Quieren Privilegios de Admin



Usuarios Especiales

sl ya se gue esta seteada para todos los usuarios, perc me parece gue
nosotros informaticos no es necesaria la recomendacion, la ﬁuier::- cambiar
.

Equipos de IT: Quieren Privilegios de Admin

¢Cuantos usan credenciales de Admin para entrar a
sus DC u otros servidores?



No todo Brilla en Babilonia - 5

")
©
2
£
©
n
©
O
©
Q
.
©
o
v
=
(o
©
=
©
>
v
et




No todo Brilla en Babilonia — 6

No viniste a hacer amigos...

& Un poco
 (muy poquito)

cConsensuar?

Mucho




ACLight... Tu nuevo amigo...

ACLight2 — a tool for advanced discovery of Privileged Accouwunts — including ris
ky Shadow Admins

Developed by Asaf Hecht <PFHechtow?
Uzesz functions from the great Powerliew project (Fharmjfuyl
Follow Twitter for more future updates

reat the scan was started — version 3.3.

Deesenldow e, €538+ mins? depends on the size of the network
)13cuuered.]]uma1ns

Btarting analysis for Domain: energiadiiijEE - Laver 1
ot more ohjects..
Finizhed scannipgethisslayer in: @.13 Minutes, B.882 Hours
acmnmgﬁmﬂ—ImWPZ

ot more thect,..

Finizhed scannipgethislayer in: @.12 Minutes, B.882 Hours
acmnmgﬁmﬂ—ImWPE

ot more ohjectst.

Finizhed scanning thiz layer in: @.87 Minutes, A.082 Hours

EFTE— A" ™ A" LA A AT T R R T T .

From direct ACL :z _=1|=r'|rner'|t
Currently adaw Admins were not detected in the network




Shadow Admins

Domain Admins Properties | ? [I%0]
General Membes |  MemberOf |  Managed By

Group or user names:

2 M50L_184535906221 ~
%o Account Unknown(S-1-5-21-1858599162-3566974474-332785...

o Account Unknown(S-1-5-21-1858533162-3566974474-332785.. | &
2, Emily (Emity@research com)

Domain Adming (RESEARCH\Domain i

rl-"mhsims for Domein Admins .'S.Icu'---'-1
Full control
Read
Wte
Create all child objects
Dedete all child objects

]

Alalalaia

&

For special pemissions or advanced settings, dick
Yo | Advanced |

[ ok || Cancel || pphy |

Group Assignment

https://www.cyberark.com/resources/threat-research-blog/shadow-admins-the-stealthy-accounts-that-you-should-fear-the-

Domain Admins Properties I_- OPe't'es L.-

General [ Members |  MemberOf |  Managed By
Object | Security Attrbute Editor
Group o uSer names
2 MSOL_ 184539900221 ~

a?kﬁm.ﬂ Unkmown(5-1-5-21-1858599162-3566974474-332785,

Gereral | Members |  MemberOf |

Managed By

Object Security

Permissions for Emily Allow Y Derry
Ful control [+ O =
Read [+ O I=
Witte [+ O
Create all child objects [+ O

Delete all child obiscts [+ i
[ ok || concel |[ Mooy | He
A Direct Assignment

most

Adtribute Editor

Group or user names:

EARLH Domain Admins)
fﬂ Cert Publishers (RESEARCH \Cert Publishers)
}? Enterprise Admins (RESEARCH\Enterprise Admins)
52 Administrators (RESEARCH \Administrators)

>

| Add.. || Remove
Pemissions for James Allow Deny
Full control a »
Read 1 |=
Write v U
Create all child objects ¥ ]
Delete all child objects O

For special permissions or advanced settings, clic
Advanced.

0K || Cancel Apply

Help




Aplicaras

;-3 LAPS UI

ComputerName

hyperv1

Fassword

Search

xy]l%davBc+3xl

Fassword expires

14/05/2018 22:44.45

Mew expiration time

02 May 201813:12:03

Set




L Make Me Admin 2.3.0

Grant Me Administrator Rights

Ready.

Exit




Para cortar tela...

bl&k hat

SA 2
AUGUST 4-9, 2018

MANDALAY BAY / LAS VEGAS - /

-~ 'ﬁ
Sl

From Workstation to Domain Admin: .
Why Secure Administration Isn't Secure andHow to Fix It




Hablemos del Fileserver

Propiedades del filtro de archivos en _ -

Copiar propiedades de la plantilla [opcional]; L

Bloguear : Copiar |

* En discos diferentes. [Blouear 2l

Configuracidn | Menzaje de correo electrdnico | Regiztro de eventos | Comando I Informe |

[-T)

. - - - -
En Servidores diferentes a DC (de Rt de coeso a il de archivos: !
- bl L
Se r pOSI e) Tipo de filrado: b
° 1 (@ Filrado activo: no permite a los usuarios guardar archivos no autorizados "
FSRM (File Server Resource : P 9
() Filrado pasivo: permite a loz usuarios guardar archivos [utiizar para control)
M an ag e r) Grupoz de archivos
Seleccionar grupos de archivos que desee bloquear:
o~ t antener grupos de
. archivos:
Grupos de archivos Incluir archivos Excluir archivos =h
. . . Crear...
L | Archivos comprimidos *.ace, *.arc, ¥.ar), *.bhy, *bz2, *.ca.. | |
| Archivos de audio ywideo *aac, *aif, *.aiff, *.asf, *as0, Yau,.. | = | Editar... |
L | Archivos de copia de sequridad *.hak, *.bck, *.bkf, *.old B - |
. ara seleccionar el grupo
L] Archivos de corren electrdnico *ernl, ¥ids, ¥.rnbox, *robx, *msg.. I Ransomware_E stensions I w de archivos que deses
ek ) . L . N | y, m 5 editar, rezalte su etiqueta.
| Archivos de irmagen Bbrnp, *odib, *eps, *.gif, %img, Y.
L | Archivos de Office *accdb, *accde, *accdr, *accdt,...
| Archivos de pagina web *asp, ¥aspx, Yogi, Yoss, Mdhtml,
| Archivos de sisterna *acen, M, Yook, oeps, Yaeed
[ | Archivos de texto *asc, “text, Vbd
| Archivos ejecutables *.hat, *.ornd, *.com, *.opl, *exe, Y -
I
L Archivos ternporales *termp, Ytmp, ~¥ )
. Aoeptar | | Cancelar
I | PRansomware_Extensions * M0, %1999, * CTB2, *.CTEL, *.En...

1 o T T T ST T T T e T T T T T T T T T T T
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iGrandes dosis
de Antivirus!



¢ CoOmo estan
tus backups?
el dia D, en algun
momento llega...




Cosas que callé

MACROS (esos hdp...) Con suerte
vas a poder quitarlos.

SPF - DKIM

GPOs (algunas son maliciosas...)
Jump Boxes

PingCastle

LM - SMBv1 - NTLMv1 - Wdigest
KRBTGT

VLAN Rules — Rockstar
Hardening Active Directory

LSA Protection

User Gropup Protection

ASR - Attack Surface Reduction
Etc...



THREAT SURFACE BEFORE THE TOP 10
CONSOLIDATE, MONITOR AND
DEFEND INTERNET GATEWAYS*
PATCH OPERATING SYSTEMS
AND APPLICATIONS

ENFORCE THE MANAGEMENT
OF ADMINISTRATIVE PRIVILEGES

Aplicala...

PROVIDE TAILORED
AWARENESS AND TRAINING

PROTECT INFORMATION
AT THE ENTERPRISE LEVEL

APPLY PROTECTION
AT THE HOST LEVEL

yOLATE

e Shared Senives Connda THREAT SURFACE
Internet Gateways_ AFTER THE TOP 10

https://cyber.gc.ca/en/guidance/top-10-it-security-actions-prot




A quién le toca

hacer todo esto?
Adivinaste...




iGracias!

lucasg@neuquen.gov.ar
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